Quantum communication is a holy grail to achieve secure communication among a set of partners, since it is provably unbreakable by physical laws. Quantum sensing employs quantum entanglement as an extra resource to determine parameters by either using less resources or attaining a precision unachievable in classical protocols. A paradigmatic example is the quantum radar, which allows one to detect an object without being detected oneself, by making use of the additional asset provided by quantum entanglement to reduce the intensity of the signal. In the optical regime, impressive technological advances have been reached in the last years, such as the first quantum communication between ground and satellites, as well as the first proof-of-principle experiments in quantum sensing. The development of microwave quantum technologies turned out, nonetheless, to be more challenging. Here, we will discuss the challenges regarding the use of microwaves for quantum communication and sensing. Based on this analysis, we propose a roadmap to achieve real-life applications in these fields.
I. INTRODUCTION
Quantum communication is a branch of quantum information which makes use of quantum entanglement as a resource to protect and transmit through a quantum channel information with higher capacity than any classical channel and, when combined with quantum cryptography, with provable protection against eavesdropping. In recent years, the experimental progress in this area with optical photons has been astonishing, including a 143 km quantum communication between the Spanish islands of Tenerife and La Palma [1], a 96 km connection between Sicily and Malta through a submarine cable [2] , or the recent quantum communication and quantum key distribution using satellites [3] [4] [5] [6] , among others.
Quantum sensing is defined as the use of quantum systems and properties, especially entanglement, as an extra resource to perform a measurement of a physical quantity with higher accuracy or smaller number of classical resources than any classical protocol [7] . Originally, the use of light for quantum sensing was mainly focused on employing continuous-variable quantum states squeezed below the vacuum. In this context, a particularly interesting example is the use of squeezed light for the detection of gravitational waves in LIGO [8] . A modified version of the Hanbury-Brown-Twiss experiment using entangled light allowed for the outperformance the spatial resolution of microscopes below the diffraction limit [9] . A particularly interesting application for our discussion is the application of entangled light to quantum illumination, in which instead of the resolution, the entanglement is used to improve the contrast [10] [11] [12] . Finally, * mikel.sanz@ehu.eus it is noteworthy to mention that also impressive advances have been achieved in Heisenberg-limited interferometers by using Fock states [13] .
II. STATE OF THE ART IN QUANTUM MICROWAVE TECHNOLOGY
The advances in the use of microwaves in the quantum regime for technological applications were more gradual than with optical photons. The reasons are not only historical, but they also lie in technological difficulties which make the control of microwave photons much subtler than optical photons. In this section, we will first address some of the most relevant physical and technological problems of propagating quantum microwaves. Afterwards, we will briefly review the state of the art in experiments and some relevant experimental proposals.
A. Technological Challenges for Quantum Microwaves
• The most important challenge when employing microwaves for quantum technologies when compared with optical photons is the requirement of cryogenics. Indeed, the thermal isolation required for photons in the gigahertz regime is much higher than in the terahertz regime. This can be shown by considering the Bose-Einstein distribution, which estimates the number of photons per volume unit with frequency between ν and ν + dν n(ν) ∝ 1
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where T is the temperature. If we consider an optical frequency of ν = 500 THz at room temperature T = 300 K, then n(500 THz) ≈ 2 × 10 −35 photons. However, if we do the same for ν = 5 GHz, we obtain n(5 GHz) ≈ 1250 photons. Therefore, as the energy is much smaller, many thermal microwave photons are created, which is not favorable for quantum applications. This is the fundamental reason why superconducting circuits, which typically operates in the 2 − 7 GHz regime use cryogenics at 30 mK, temperature at which n(5 GHz) ≈ 3 × 10 −4 photons.
• The aforementioned fundamental difficulty due to thermal photons seems to limit possible applications of quantum microwaves to intra-fridge environments. This is sufficient for quantum computing applications with superconducting circuits, but only allows for proof-of-principle experiments in quantum communication and sensing.
• Photodetectors are devices which transform photons into an electric current, usually by means of a p-n junction or the photoelectric effect. These effects very well fit with optical frequencies, what allows for the construction of photodetectors and photocounters, for flying photons, i.e. for photons which are not trapped inside a cavity. However, this approach cannot be directly applied to propagating quantum microwaves and only photodetectors with limited efficiency (or photodetectors for trapped photons) have been constructed so far. Nonetheless, for most applications in quantum sensing and especially quantum illumination, efficient photodetection is mandatory [14, 15] , thus further research in required in this area.
• The lack of efficient photodetectors reduces the measurements achievable for propagating quantum microwaves to the quantification of electromagnetic field quadratures.
B. Experimental State of the Art
Intra-fridge technology related to quantum microwaves has experienced a strong advance in the last decades driven by the development of superconducting circuits and superconducting qubits for quantum simulations and quantum computing. Profound improvements have been performed in the fabrication of purer superconducting thin field materials, in the accuracy of lithography, and in the efficiency of cooling down superconducting circuits with the help of closed-cycle dilution refrigerators.
Important theoretical development and experimental achievements towards quantum teleportation with discrete degrees of freedom [16] and continuous variables [17] [18] [19] in the microwave regime have appeared in the last A quantum radar makes use of quantum entanglement to enhance the accuracy of a radar or to reduce the use of photons to detect the presence of a low-reflectivity object with reflectivity, η 1, in a noisy thermal environment ρB. In the lab, two entangled beams |ΨSI are prepared, sending one to the position in which the object might be, while keeping the other in the lab. Afterwards, a joint measurement of the reflected signal together with the beam in the lab is performed. In comparison to classical light, the existence of quantum correlations allows us to achieve up to 6 dB of quantum advantage in terms of signal-to-noise ratio.
years. However, these experiments are currently still limited to the intra-fridge environments or work in progress.
In the case of quantum illumination or quantum metrology employing quantum microwaves, there are no experimental results to the best of our knowledge. In quantum illumination, entangled radiation could be employed to enhance the detection accuracy of a radar or to reduce the amount of photons demanded to detect the presence of a low-reflectivity object in a noisy environment (detect it without being detected). In general, the idea consists in preparing a pair of entangled optical or microwave beams and irradiating the target with one of them, while preserving the other one in the lab. In comparison to classical light, the existence of quantum correlations between the two beams allows us to declare the presence or absence of the object with either a higher accuracy or less resources, theoretically achieving up to 6 dB of quantum advantage in terms of signal-to-noise ratio. From the theoretical point of view, the first application of quantum microwaves to quantum illumination was recently introduced in Ref. [21] . However, this article avoids the problem of the microwave photodetector by using a microwave-to-optics transducer and employing optical photodetectors. Unfortunately, such a transducer has turned out to be as technologically demanding as photodetection in microwaves, and the efficiency of current implementations is not at all sufficient for practical applications. Other theory proposals in the microwave regime aim at the detection of cloaked objects [15] or use quantum estimation techniques to obtain the optimal observables to measure [14] .
The lack of single-photon photodetectors for propagating microwaves is one of the main challenges for any possible application of quantum microwaves in quantum communication and sensing. Physically, the reason of the difficulty in developing efficient microwave photode- . The red dashed line at right separates visible frequencies from infrared, while the green dashed line separates infrared from microwaves. The blue area corresponds to the frequencies in which the technology of propagating quantum microwaves and superconducting circuits operates. This plot uses data taken from Ref. [28] .
tectors is that a microwave photon energy is four orders of magnitude smaller than the energy of its optical counterpart. Consequently, triggering out a photocurrent is obviously much more difficult in the microwave regime. Additionally, traditional applications of propagating quantum microwaves do not make use of photodetection. For this reason, even though there are proposal for photodetectors from a decade ago [22] [23] [24] [25] [26] [27] , there are no experiments yet for propagating photons not already trapped inside a cavity. To the best of our knowledge, experimental reports deal with "gated" microwave photodetectors, where the time window or even the envelope of the incoming photon is assumed to be known.
C. Advantages of Microwaves
We have previously exposed the challenges when using quantum microwaves for quantum communication and sensing, but there are also some important advantages which might be worth the effort. Let us now summarize them:
• Currently, the most advanced and promising (actively developed by big companies such as Google, IBM, Intel, etc.) platform for future quantum computing and simulations is superconducting circuits. These typically consist of thin film layers of superconducting materials and Josephson junctions comprising altogether a network of resonators and qubits. They interact precisely by means of microwave photons, and the quantum state of the qubits is read out by measuring these photons. Quantum information processing occurs inside a fridge at milikelvin temperatures, since higher temperatures imply additional thermal photons which destroy coherence. Controllability and connectivity, as well as a future emergence of a quantum internet, would suggest that distributed quantum computing with a local network of quantum processors must be considered. The use of microwaveoptics-microwave transduction has been suggested but, as aforementioned, it is still not sufficiently efficient to date. Consequently, a direct quantum communication with microwaves constitutes a desirable goal.
• The smaller energy associated with microwave photons, which is a downside in photodetection, turns into an important advantage when energy consumption is taken into consideration.
• Atmosphere frequency-dependent losses contain two low-opacity windows, one in the visible spectrum, and one with even lower attenuation in the frequency range of 100 MHz-10 GHz, as depicted in Fig. 2 . Especially under rainy conditions, microwaves are consequently a suitable frequency range for quantum radar and quantum communication applications.
• There are important advantages of using microwaves in quantum radars. There are radars using lower frequencies, but microwaves are convenient for two main reasons: 1) Firstly, objects whose size is comparable to microwave wavelength, such as vehicles, ships, and airplanes, produce large reflexions in this frequency range. The reason is that the range resolution, i.e. the accuracy ascertaining the distance of the target, is determined by the bandwidth of the signal. In this consideration, from the point of view of circuit design, a lower bandwidth is better; 2) Secondly, a narrow beam is usually required, which is afterwards used to scan around to locate the target, but the width of the beam is inversely proportional to the frequency of a given antenna.
III. ROADMAP TOWARDS OPEN-AIR APPLICATIONS
In this Section, we propose a possible roadmap of theoretical and experimental achievements which must be performed in order to eventually achieve quantum communication and quantum illumination applications of propagating quantum microwaves in the near future.
A. Intra-Fridge Experiments
Taking into account the current state of the art in propagating quantum microwaves, the first milestone would be quantum teleportation of continuous-variable quantum states in a fridge. There are two possibilities to attain this task, namely, making use of photodetectors, as usually performed in the optical regime [1], or employing a different approach with only quadrature measurements [17] . Some steps in this direction have already been taken [18, 19] , but there are still some intermediate stages, associated, for instance, with continuous-variable quantum state transfer. Deterministic state transfer and entanglement protocols between two superconducting qubits fabricated on separate chips have already been achieved in Ref. [16] , which is especially interesting for distributed quantum computing. However, the resilience of Fock states, when propagating in a thermal environment, could be smaller than the one corresponding to propagating squeezed Gaussian states.
Similarly, the first experiments on quantum illumination should be performed in an intra-fridge setting. To our knowledge, no experiments on quantum illumination using microwaves has been realized so far, so we should aim at performing the first proof-of-principle experiments artificially introducing thermal noise and exploring the limits of the quantum signal-to-noise enhancement. Another interesting proof-of-principle experiment would be the use of quantum illumination protocol to detect phase-shift induced cloaking in a highly noisy environment [15] .
Simultaneously, we must develop single-photon microwave photodetection for flying photons in order to obtain microwave photodetectors with sufficiently high efficiency. A considerable advance in this direction will substantially increase the potential success finding reallife and commercial applications of propagating quantum microwaves. As discussed before, prominent examples here are quantum microwave radars or a microwave quantum local area network (LAN). We highlight two promising approaches for building an efficient microwave photodetector, namely, qubit-based photodetectors [20] and bolometer-based photodetectors [29] . Both show advantages and disadvantages, so it would be relevant to follow both approaches in order to determine which one is more advantageous at the end for a given problem.
B. Transition from Intra-to Inter-Fridge Experiments
The following natural step is the connection of two different fridges through a millikelvin transmission line. While this may present a challenging engineering task, it is not fundamentally difficult. In contrast, a transmission line at high temperatures (T = 4−300 K) is a challenging question even from a theory point of view, since universal models to incorporate losses and decoherence of quantum states due to the contact with a room-temperature thermal bath are not at all tested yet. In any case, we expect them to be extremely sensitive to the targeted temperature. The losses can be modeled by a beam-splitter coupling the signal to a frequency-dependent thermal bath. If the temperature is not uniform along the waveguide, we can divide the waveguide into small pieces with constant temperature and reflectivity and analyze the continuous limit.
In the field of quantum illumination, a subsequent key experiment to determine the feasibility of the research line in real-life applications consists in a detection problem in which the object and the source of entangled microwave radiation are in different fridges, connected through a noisy waveguide. One of the beams remains in the original fridge, while the other travels through the highly noisy waveguide, interacts (or not) with a low reflectivity mirror which models the object and, by detecting the reflected signal, one must decide whether the object is there or not. Also for this scenario, the underlying theory work remains to be done.
Finally, quantum microwave technology would strongly profit from engineering filters for thermal photons, the development of non-reciprocal devices which enhance the efficiency of photodetectors, and the development of compact delay lines based, for instance, on Josephson metamaterials.
C. Antennae and Open-Air Challenges
The emission and reception of microwave quantum signals by means of antennae is still an open problem, since it might require new theoretical and technological developments. Both the theoretical analysis and the type of antenna are dependent on the type of the signal codification (in polarization degrees of freedom, or in Fock basis, etc). However, in both cases of low-aperture antennae, such as parabolic or horn antennae, which can focus the signal in a given direction, seem especially suitable for these purposes.
The case of entanglement in polarization is somehow simpler, since there are linearly polarized and circularly polarized antennae, a feature which is sometimes used to double the information transmission rate by codifying half of the information in one polarization and half in the other. As the antenna polarization matching is required, the information is well preserved. Then, it is natural to consider the option of sending entangled quantum states in polarization degrees of freedom. However, one must take into account that usual technology of superconducting circuits inhibits polarization as a degree of freedom by projecting the electromagnetic field in the waveguide. There are recently relevant advances in 3D superconducting cavities, which could deal also with polarization of the microwave photons, but the technology is by far not as developed as on-chip quasi-1D quantum electrodynamics yet.
For the purposes related to quantum communication, quantum radar and the implementation of other existing protocols, entanglement in the number of photons seems more suitable. More technically, an antenna can be con- 
Here, λ is the wavelength of the signal, d the distance, G t (G r ) the gain of the transmitter (receiver), L A are the absorption losses, and L P the free-space path losses for isotropic antennas. Values for L P and L A are shown for several characteristic distances in Tab. I. The results clearly demonstrate that the pure absorption losses are negligible in both frequency regimes for d 100 km as it would be the case for links to a satellite where absorption losses practically vanish above a height of 10km. Then, the dominating (isotropic) path losses obviously decrease for smaller frequencies, which is an encouraging result for the application of microwaves. In order to approach a more realistic situation, we should additionally consider the antenna gains. Assuming a perfect parabolic geometry and zero Ohmic losses, the antenna gain can be estimated via the divergence of the beam it produces. Using this approach, we obtain G t,r = 4π/Ω r,t , where Ω r,t are the solid angles associated with the beam divergences θ t,r = λ/D t,r and D t,r are the diameters of the transmitter and receiver antenna apertures. For our optics example [5] , antenna gains of 130 dB can be reached for reasonable aperture diameters D t,r 1 m. The total loss L is therefore reduced to approximately 10 dB for parameters similar to those of the actual satellite quantum communication link demonstrated in Ref. [5] . The real losses measured in that work are higher ( 65 − 82 dB) due to additional experimental imperfections not captured by our idealized model. Nevertheless, this experimental attenuation was small enough to successfully implement quantum key distribution with sifted key rates of a few kb/s [6] . For microwave frequencies, however, the predicted overall losses are higher. Here, due to the larger wavelength, the decreasing antenna gains outweigh the improvement in isotropic path loss. Increasing the antenna gain via a larger aperture could be useful in quantum illumination (radar) type applications. In quantum communication scenarios, where large antennas may not be very practical, the parameters from the optics experiment [5, 6] in principle still allow one to cover distances 100 km. Naturally, the design of heavily optimized microwave antennas will be mandatory to reach this challenging goal. For communication distances of a few kilometers, the respective requirements are already considerably relaxed and can be viewed as realistic for the near future.
In summary, despite some challenges quantum microwaves propagating in and open air environment exhibit a considerable potential for future applications in quantum communication and sensing. To this end, the development and investigation of suitable antennas and the development of suitable theory models will be key tasks.
